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Abstract This paper examines some of the problems associated with the design and
implementation of large red-time systems in Ada. Methods for reducing these
problems are described, including the identification of patterns within the behaviour
of the system leading to the use of standardised patterns for the structure of the
solutions. Case studies from real-life projects are used to illustrate these idess.

1. Introduction

Ada is normdly condgdered the language of choice for large, complex red time systems,
certanly if they have some safety, rdiability or security requirement. Unfortunatdy such
systems are prone to problems associated with their scale. This paper examines a few
heuristics which may assist in solving these problems.

2. Problemsin large projects

The man problem with large systems is communications. Other risks -  timescales,
underestimating effort, performance are true in dl projects, but are compounded here by
falures of communications. Typica aspects of the problem are:

» Documentation. On projects of more than 20 designers (particul arly if they are working
at geographicdly separated sites), design requires documentation standards for internd
technical notes, codes of practice, formd reviews, reissue of notes etc. So any design change
has g gnificant overheads.

* Team Consistency. Because Ada has only been in usefor arelativey short time on large
projects, the staff experience will be very variable. There will be some staff with applications
knowledge but little Ada. They will use a style they know, no matter that it may be
inappropriate to the overall scale of the system. Some will be Ada experts but with little
experience of the application. They will use sophisticated constructs which are hard to
understand.

» Solving the Wrong Problem. In the past, the main problem on smal projects was
performance. This assumption has carried over to large projects, leading to an early
concentration on performance a low leve, determining data representations etc., even before
the structure of the design has been established.

3. Heuristics

Some strategies to improve communication and ad the design process are now proposed. The



larger the scale of the project, the earlier in thelifecycl e the problems have to be attacked and
strategies set in place, gnce it becomes very difficult to adopt them later.

4. Object Oriented Design and Firewalling

Object Oriented Design (OOD) is a good technique to apply on large projects. The man
reasons areits ability to alow theisolation of problems, encapsul ation of data, and firewalling
risk - in other words, to ensure the right level of communication between applications. Its
advertised features of maximidang reuse, inheritance etc are of much less interest to the
manager of a particul ar project unless the features enable him to reduce his cost to compl etion
- the ability to reuse the code deve oped for one project on another cut noiceif thefirst project
gans no direct financid benefit from it.

Inany case, Adaisnot really an OOD language, but the package structure enables Abstract
Data Types (ADTSs), Abstract State Machines (ASMs) etc to be deanly built. Its lack of an
inheritance capability seems not be be a problem, as in the situations where it is used, there
does not seem to be that much need for it. Large systems tend to be wide rather than deep - ie
there are very few layers of specidisation on any dass, but there may be very many classes.

If one has a very wide staff profile of experience, then OOD &lows one to set novices to
work in areas of low risk, and be confident that they cannot harm those areas of high risk.
Areas where application knowledge is most important can be isolated from those "generd
software" areas - giving the former to applications experts and the latter to Ada experts.

It is often worth providing an interface package to an area of functiondity to be used by dl
other dients, even if they could legitimatey get in at alower leve. This firewalling ensures
that if that functiondity moves to another processor, then only the interface package body
changes, to make VME calls, RPCs across Ethernet etc. Of course, the deci s on whereto place
these potential hardware boundaries depends on the data bandwidth of the boundary as well
as its leve of abstraction. This may seem obvious, but staff with experience only of amdl
projects often do not condder the changes that might have to occur to the architecture of a
large system. It is the capability to handle such changes that have to be built into the design
methodology aswd | asthe design itsdlf, 9 nce the mai ntenance period on such asystem could
beupto 15 years.

In addition, when (not if) initial performanceismuch lower than required, individual areas
can be "tuned" without impacting the rest of the system. Of coursg, if the system was designed
without regard to the overd| constraints of the hardware and primary customer requirements,
then tuning will not be enough, but a"reasonable" design will benefit from the encapsul ation
first, and then worrying about performance later. The benefits gained by easier testing and
integration outwei gh the overheads particularly for very large systems.

5. Constructive Structural Distortion

"Lapses from purity" may be necessary in an otherwise object based design for practica and
political reasons. Practicaly, there may be some aspects of the system which are too large and
complex to dlow theindividual dassesto ded with. Normaly such functiondity occurs at the
periphery of the system - where the abstractions within it collide with the constraints of the
user or devices attached. For exampl e, the human computer interface (HCI) where driving the
display devices may be too complex and device dependent for the individual casses to use.
This is one area where tuning is dmost inevitable, and snce it is more likely that the tuning



will be needed for HCI in genera rather than the display of one classin particular, then this
area should be isolated - even if its rationship with the rest of the system is now somewhat
distorted.

Politically, it may be necessary to abstract on the basi s of customer requirements rather than
what seem the "best" boundaries for implementation. Use of the client view rather than the
designer view can be beneficid because customers can see their prime functiondity in the
design, requirements traceability becomes eas er and the inevitable specification changes tend
to be more isolated, since they occur within the boundaries as seen by the customer.

Although the stability of the "Problem Domain Component” of design has been noted
elsewhere (eg. by Coad and Y ourdon [1]), the importance of ensuring that the design of this
component closely maps to the customer view has not been stressed. Improving requirements
traceability ai ds system integration, testing and acceptance, dnce thesefind critica stages of
the system life-cycle are strongly tied to the requirements matrix, which is the forma way in
which the customer communicates his needs to the designers.

6. Conventions and Nomenclature

One of the most cost-effective ways of improving communications is by establishing
conventions early on. Most projects have standards for the diagrams, documents and file
names. However, these will not tend to address the semantic meaning involved in the names
of packages, operations and variables. More rdevant is to set up a dictionary of terms,
preferably taken from the problem space, which are used in a consistent way throughout the
project. If the applications experts and the customer invariably refer to some concept via an
abbreviated name, then that is the name that should be used throughout the design - for
exampl e 'package RNSH1C' rather than 'package Sub_Harpoon' in a Navd smulation.

Conventions for names, particularly of operations, ensure that clients know what they are
getting when they try to use an offered service. A typical convention might standardise the
meanings of the container dass names eg Set, Queue, List, Stack, and the operation names eg
Initidise, Shutdown, Add, Remove, Get, Put, Update. Where additiond semantics are
involved, the names should show additiona sophistication. For example, Database Set.Add
(The_Item) is a gmple addition of a new item to a contaner cdass, whereas
Events_Set.Register (The_Event) will not only add the Event to the container dass, but will
do something dse such as rasng an darm.

7. Don't Panic about Tasks

The risks of early concentration on task remova and other implementation details at the
expense of a dean structura design are compounded by the effects of the staff profile.
Experienced Adausersfrom non-rea time backgroundswill liberally use tasks, even when no
actua paraldism exists. Ther software will work but it won't "perform” - that is achieve its
response target or processing budget. Domai n experts (who are often very wary of overheads)
will be niggardy with tasks, trying to get away with a cyclic behaviour even when truly
asychronous events are occuring - then using machine code or just faster cydes to improve
their runtime response. This code may go quickly, but getting it to work is difficult.

To achieve consistency of style, use of tasking to desynchronise large areas of functiondity
should be encouraged, but further down within an application, designers must question
whether additiond pardldism or desynchronisation is realy necessary. Performance of a
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Figure 1 - Plant signal monitoring

system will not benefit from more tasks than there are processors or independent parald i/o
devices, but at the early stages of design there is no point worrying about them too much. If
the task entry points are hidden behind a procedurd interface, then from experienceit seems
to be comparatively simpl e to remove them at alater stage and by using the scenarios rel ating
to the primary functiondity, designers can easily count context switches, and test their design
at each stage of iteration.

Condder a section of a project required to monitor a large number of plant variables via
serid devices. Each of these plant Sgnds requires conditioning (performing mathematical
transf ormations upon it), testing against a set of threshold values, and recording the va ue of
the signd in a database. The resultant design will therefore be based on operations on
individual signas. Moreover, because the databases associated with the thresholds and
treatments are a so quite compl ex, the design protects them agai nst concurrent access by ther
own tasking interface. A typica structural design for thisis shown in figure 1.

By doing a ample count of context switches during the scenario of receving a sgnd,
processing and recording it, it soon becomes apparent that the tasking interfaces (as indi cated
by * in the diagram) would require many thousands of context switches a second for a typica
large industrid application.. Yet the only redly necessary tasks were those due to the true
paraldism provided by the serid lines, acontroller to initiate and query the states of the cards
on theselines, and atasking interface to ensure that externa queries on the database woul d not
clash with writes to it.

This removes the need for tasks in the areas of the conditioning, thresholds and database
storage, leaving only onein the Plant Manager. Moreover, in thered dtuation from which this
example was taken, the signa s were received in groups of up to 256 per serid line interrupt,
and by exporting a service that worked on the granularity of the hardware (ie the group of
dgnas) rather than just a sngle signd, the switches were reduced still further. Context
switches were reduced by afactor of 100, and this was achieved with no structural changesto
the design and the provison of only a sngle extra exported operation in the Plant Manager.
If the design had been started with the premise of using minimal tasks, then it is likely that the
structurewoul d never have been exposed - resul ting in something very hard to test and mai ntai n.

Serid line Serid line Serid line

8. Find Patterns and Reuse them

Because of the 'width' of the large systems Ada tends to be used on, reuse of code tends to be
minimd. Apart from using the same trivia set or queue construct, there is not much that be
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reused from one application doman to another. Reuse of design aso tends to be minima
unless obvious variants are being built. Reuse of 'meta-design’ (that is, the principles and
patterns used within the design) is poss ble and worthwhile.

Finding patterns in the problems and reusing the same structures of solutions in different
areas helps in two ways. Once a solution has been found, finding the same pattern in the
problem space of another application means the solution can just be ported. And using the
same pattern (assisted by consstency of package and operation names) means that a
maintainer can recognise it esewhere and reduce his learning curve when looking at an
unfamiliar area of software. The communications throughout the project are improved -
everyone is ta king 'the same language' .

8.1 Patternsin the Large

Thefirst pattern to ook for is the overal shape of the system to be deve oped. Three red-life
problems will be cond dered as examples

a) Plant Management and Monitoring

Thisvery large project for the monitoring of an industrid plant consists fundamentadly of a set
of serid devices (as described earlier), writing the status of the plant to a database, causing
eventsto be generated if significant changes of state occur. The events and associated compl ex
logic trees give rise to consequentia actions - alarms are rai sed and reports may be generated
(figure 2). The structure is very encapsulated, with each application area performing its
functiondity and then triggering another area to perform its behaviour as if by a control flow.

b) Command Team Training Simul ator

This large project, to tran a submarine command team, consists of a simulated scenario of
ocean and vehides, sonar 9 mulations which build their 'pictures of the world' based on this
scenario, and admulation control modul e which alows theinstructors to modify the scenario
and examine the states of the sonar simulations (figure 3). This structureisvery layered, with
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Figure 3 - Command Team Trainer
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al the ssimul ations depending on the whole of the scenario, and the simulation control having
aview of everything.

¢) Message Switch

This andler project, to receive, andyse, and route messages across a wide area network,
consists essentidly of the message database, with 'satdlite’ facilities serving this centrd
concept. There may be facilities to set up routes, to engage and control encryption, to set up
names of destinations etc, but dl these are subordinate (figure 4). The structure is very
centralised, with only one primary abstraction.

Note that nothing is 'purely’ one shape. The Plant Management system might have a
generdised layer for network communications, the message switch might have an event
driven chain of dde effects, but the primary shape is based on the primary functiondity. Given
these overal shapes, Adawill tend to suggest different deve opment strategies:

a) There is not much commonality from one application area to another here, so given a
definition of the very restricted interface provided to dients, each large area of functionaity
can be designed in paralld.

b)This structure means that every layer is very dependent on the layer(s) bdow it, so
devd opment has to be very bottom up, by defining the base scenario types (mass, time,
length, acoustics etc) and the top scenario exports before then going on to work on the sonar
amulation detalls.

c).In this situation, the message database exports must be very well deveoped first. Only
then is it worth going on to develop the other lesser abstractions, snce any change to the
message will have an effect throughout the rest of the design.

8.2 Error Handling in the Large

One of the mg or problems with alarge system is deciding on a consistent error and exception
handling strategy that can be applied throughout the project. Of course, certan areas such as
HCI have an obvious strategy, since errorsin input are not really 'specid’ or exceptiond, and
so must be dedlt with very localy. However, for the remander of the system, the error
handling will depend on the patterns seen so far.

F gure 5a occurs where the dependency is iswide, and cannot be segregated. For example,
in the 9 mul ator described earlier the sonar depends on the ocean model, the vehid e modd and
practicaly every other dement of the scenario. The amulator control has an equally wide
dependance. Thus as soon as a fault occurs, say in the ocean modelling part of the scenario
gmulation, it affects dl the sonars being 9 mulated, and there is no point continuing. In that
case, thefault may just aswell berai sed asan exception, and that alowed to propagate through
the whole system.
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Figure 5 - Patterns in Dependency

F gure 5b haslayersof functiondity with high dependance, but then the outer layers of these
interact with the outer layers of other applications. This is obvioudy true of the plant
monitoring system, where there are layers within each application, but they only interact in a
very limited way. The Shlaer-Mdlor domain idea[2] can be mapped onto the layers in these
applications. In this case, the existence of afault deep within one doman should cause it to
close down immediatey, but a controlled closedown of the other domains can be performed
gnce the interaction is so limited that the fault can be consdered as locaised.

Figure 5c takes this further, as in an ambulance command and control system. In these
gtuations there may be some common layer, but afault in one area need not impact another.
Individual objects can be cond dered asisolated rather than the d asses or d ass categories. This
differsfrom cases like the plant input monitoring system shown earlier, where the Sgna s are
generated by common hardware in groups, and so cannot safdy be conddered as isolated.
However, the incident in an ambulance command/control system is independent of other
incidents. Allowing the fault to be isolated to the incident in which it occurred, and tripping
out to manua only on that incident, ensures that the rest of the system can continue to
function. In these saf ety rel ated cases, |0g ng the whole system due to afault in a s ngle object
and forcing it to go to wholly manua operation reduces safety rather than improving it.

Later it will be seen where these layers can be considered to interact, and theref ore where
any exception handlers should occur.

8.3 Patterns in the Medium Scale

The patterns used in the medium scale tend to depend on ther paosition in the application. At
the periphery of a system, where the system interacts with humans or disc/tape devices, the
behaviour is very different to that of the applications surrounded by other parts of the system.

a) Puppet Masters

Where the system meets the outsde world, it has to trand ate commands from a generdised,
non-abstracted form (eg keyboard input) into operations on the abstractions on the system. The
knowledge of the abstractions contained in the semantics of the keyboard input has to be
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Figure 6 - the Puppet Master

converted into operations specificaly acting on those abstractions. Thus the form tends to be
of atransaction centre (a class utility) which accesses the generadised input/output (probably
through additiona layers of refinement and abstraction) and an associated ADT which
expresses the find abstraction of the command or query (figure 6).

This transaction centre acts as a 'puppet master' pulling the strings of al the applicationsin
the system as a result of the command. The ADT contains the semantics of the command,
distilled away from the syntax or rul es associ ated with the format of the interface. For an HCI
layer which performs queries and commands on various applications, the ADT would express
averb (modify,de ete), a subject (class name + id/name of object instance), and adjectives
(attributes to modify). This ensures that whether theinput isviaa WIMP, preset hard keys, or
standard keyed text, the abstracted command is the same. Bel ow the puppet master, there are
agent utilities which can interpret the adjectives to ensure correct parametrisation of the find
cdl to the application. This structure ensures that not too much knowledge is forced up to the
transaction centre, and the layers protect it against change, since the most likely changeisin
the parametri sation of specific operations on an application.

Another example of this is where a system has to have an associated simulator. Here, a
text-based script is andysed and converted into script commands, which are then applied to
various application areas. The advantage of this method is that the bas ¢ system can be written
without worrying too much about the smulator. The simulator -specific functiondity in the
gpplications can be 'bolted on' as separate sub-packages within the top layer of each
application. On top of dl this gts the 'Script Puppet Master' which uses the script to run the
gpplications by actioning their norma exported i nterfaces plus the new specific functiondity.

A dmilar construct to thisisknown asthe"Noatifier" in SunView. Theimportant point is not
that this construct is new, but to recognise where it has to be created and used.

b) Managers
The most fundamentd structure that is of use to a large system is that of an abstraction
represented by an ADT and a container dass to store instances of this abstraction. There is
nothing going on but the addition and removd of various items from the container, and the
examination and modification of ther attributes.

Most dtuations in large red-time systems are more complicated than this. There may be
9 de effects which have to be ensured, perhaps as aresult of addition or remova of itemsfrom
the conta ner; multiple conta ners, state machines. A Manager is required to coordinate this
compl exity (figure 7).

The Manager, which has no specific abstraction, and no mgor loca state, can ensure that
concurrent access is controlled, and dlow one to use a standard sngle-client version of the
container class. As afinite state machine, it ensures that trans ent incompl ete states are not
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visible to dients. So, for example, if the generation of a new darm must dways be
accompanied by the sounding of an audible annunciator, the manager ensures that it occurs.
The manager dso dlows resistance to change. New hardware may dlow the actua
annunciator device state to be interrogated. When that occurs, the annunciator attribute
associ ated with a particular darm becomes redundant. By using a manager as the repostory
for this'knowl edge' of d arms, and annunciators, d ients are unaffected when this change occurs.

Itisdso at this Manager leve that any exception handling should occur, 5 nce the Manager
can "interpret" the exception into a useful fault report. This limits the numbers of exception
handlers required.

The concept of aManager isvery amenableto scaling. If adesign starts off with amanager
coordinating conta ners rel ating to separate cl asses, and then it is found that there is additiond
functiondity (side effects, state machines) associated with these dasses, then they can be
hidden by another layer of managers. Note that thisisnot necessary if dl oneisdoing isadding
additiond attributes to be recorded, modified, retrieved for an abstraction. Managers are
needed to provide intdligence, to understand what needs to be donein addition to thesmple
change of an attri bute. The question to be asked hereis'what isthe added va ue?'. If amanager
is not adding any additional meaning to what is going onin the container class or ADT, then
it is not necessary.

Another advantage of the Manager structure is the ability to abstract away the 'red-time
behaviour of the system. In many large systemsthereis a substantia amount of off-line setting
up of databases, which are then used online. For example, in a Sonar Smulator, a compl ex
mathematical model of the Ocean has to be run offline, and the results loaded to the online
system for use during training. The offline and online systems must use the same ADT and
possi bly the same conta ner dass.

However, in the online system, there will be additiona behaviour associated with these
abstractions. If the ADT was mainta ned separatey for both systems, there is arisk that they
might get out of step, and the offline generated database would be incompatible with the
online. If dl offlinefacilitieswere avalable online, thereisthe danger that a future maintai ner
might accidentdly build an application which used an illegad or inappropriate operation.
However, by ensuring that all clients use the Manager interface, then safety is preserved, and
the offline system can simply be built without the manager, to alow access to the full
functiond ity to create the objects, but with no need to perform the online behaviour associ ated
with the object.

c) Traffic Lights
Once a basic structural design is in place, the design has to start taking account of
optimisation.



Figure 8 - the Traffic Lights Buffer

Thisis not searching for every last microsecond, which is not cost-effective on alarge project,
but performing optimisation in the large. Although the 'pure design works in Sngle entities,
the hardware may work in particular aggregates, or it may be acceptable to run some things
cydicdly, if the loss of the last cycles information is acceptable on system falure. For
example, the plant input system described earlier was optimised to handle a group of sgnas
at atime, gncethat is theway the hardware provides them. Each Sgnd may giverise an event,
or generate a report, or may have to be passed on to another machine. If these are done
individually, they would dso dug performance. So the concept of a 'traffic lights buffer is
required (figure 8).

In order to ensure causality, dl the actions resulting from a particular set of sgnas should
be performed at the same granul arity. If the report generation went on for each signd, while
the events were buffered on some arbitrary basis, and the whole set of sgnas were not
recorded until later, then the audit tral rdating input and output actions could become
fragmented. In addition, the report initiated by a 9gna might assume (legitimatey) that the
dgna was dready in the audit trail database when the report was being compiled, but in the
above scenario this would not be true.

The traffic lights are 'set to red' while a group of signd's are be ng processed. As aresult of
the process a number of different actions may be necessary, but instead of caling the
appropriate application, the action waits at the traffic lights. When the group has been
processed, the lights are 'set to green' and al the actions are performed, in the appropriate
causd order, for the group. So in this case, the sgnd s would al be recorded in the audit trall
database before any events were registered or reports initiated. The release of this traffic is
under the control of the manager process ng the tranche of inputs, rather than the whim of the
destination.

8.4 Patterns in the Small

Use of standardardised Sets, Queues etc. is commonpl ace, but these are so low leve that the
cost saving issmall. More useful isto generate a house styl e for the specifications and bodies
of project specific abstractions. For exampl e, on the pl ant monitori ng system di scussed earlier,
safety cond derations and the posd ble fragmentation of the heap by use of 'new' declarations
meant that true dynamic creation/del etion of objects was prohibited. Thus a'Managed ADT'
was required, which was a managed storage set masquerading as an ADT. By providing a
standardised version of this common requirement, including its documentation, specific
Initidise, Create, Destroy operations, and exampl e implementations, one could be confident
that the whole project would follow the same design for this component.
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Because of this prohibition on dynamic creation/deletion, another part of this system
required a 'pseudo-dynamic’ method of registering interest from various clientsin Events. The
events on which the resultant client action relied coul d be specified dynamicdly, but the dient
would not want to poll the Events database continua ly for anything of particul ar interest to it.
The Events partition therefore exported a generic procedure which was instantiated by dl
potentid dients.

Any partition could register itsalf as a client with Events on system initidisation and then
register an interest in particular event ids. When an event changed state, the list of dients
would be checked, and the generic procedure would action the procedure provided to it at
instantiation as aforma parameter by each client. The advantage of this mechanism was that
extra clients could be incorporated as the design evolved, and these clients could dynamically
register and deregister interest in specific events without causing any dynamic space
alocation/deal location. This may be contrasted with the 'Phidi ppides concept [3] which uses
truly dynamic creation and del etion of tasks as messengers.

Other general requirements are the desynchronising buffer and desynchronising task. They
are needed for dients whose main task is associated with interrupt generating hardware, for
exampl e the serid line devices mentioned earlier, or a system time facility which uses the
clock interrupt, but 'kicks' applications to perform specific functionality at set times or
interva s. Holding up these clients while a server performs some lengthy operation could cause
them to miss their next interrupt.

The buffer concept is an obvious solution here, but the imprtant point is to place it within
the domai n boundary of the server application (figure 9a). In that way, any modification which
might ater the way in which the server manager interacts with it has no impact outside the
scope of the gpplication. If the buffer were added as a separate design construct living
somewhere between the dients and the server, then there would be overheads in
documentation and retesting.

If an gpplication has some operations which can be buffered, and some which have to be
performed in the thread of the client, then the | atter have to go directly throught the Manager,
which, if it is providing concurrent access control, or atomicity of combinations of operations,
will have a centra task accepting their rendezvous. A sngle task cannot selectively accept
client calls and take any buffered calls from the desynchronising buffer without polling or
busy waiting This leads to the need for a desynchronising task, acting as a 'deputy client’
(figure 9b). By preparing and disseminating standard versions of these constructs, the same
structure could be reused essly.

9. Search for Misuse

In genera, if one has an application area deep within a system, one would expect to see the
following:



» 1 package for base types rdating to attributes (the equivdent of 'Standard' for this
application)

* A few true dasses represented by ADT packages

» 1->afew contaner classes, the ASMs

» 0O->afew utility packages, combining operations for the container classes

* 0O->very few straght functions or side effects or state machines

» 1 Manager if >1 container class or Sde effects present.

In the above 'afew' means 2-3, but thisisnot arul e, just a measure for deciding whether the
design needs looking at more c osdly to check its behaviour. For atransaction centre (asin the
MMI or script case), expect to see alot more utilities, but all with the same relationship to the
central puppet master. If apartition has some critical response requirement, and avery limited
number of dients, then one might expect to see utility or manager packages with operations
"tuned" specifically to those clients. This is where pragmatisn has to apply. A pure
client-server architecture has servers who know nothing of their dients. But redlity is never
pure, and such compromises can improve performance out of proportion to their undesirable
aspects.

If one sees more than one manager, then one worries about how atomicity of operationsis
being ensured, and concurrent accessis being controlled. If there are alarge number of dasses
exported by a package (rather than simple types exported by the 'Standard’ package) then is
there some confuson or ama gamation going on? A package may legitimatey export more
than one dass if they are essentidly different views of some underlying connecting
abstraction, but woul d not expect to see that g tuation very often, and then only with avery few
classes in a 9ngle package.

One must a so look at how the behaviour will impact the clients. If an operation is exported
which takes some time to perform, then can aclient afford to be hed up whileit occurs? Itis
often forgotten that if a dient cannot afford to be hed up, thenitisimpacted by other dients
who can, and which are waiting while some lengthy operations is performed within ther
thread of control. Thisiswhere desynchronising buffers or ama gamation of utility operations
into the conta ner classes for efficiency may be required.

10. Conclusion

The suggestions given above are not rules - they are amply ideas as to where to look for
patternsin problems and solutions. The main purpose isto give some guidelinesfor improving
communications and cond stency, produci ng reasonable designs and recognisng in time when
the design is going wrong.
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